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ABSTRACT

Live migration is critical to ensure services are not interrupted
during host maintenance in data centers. On the other hand, RDMA
has been widely adopted in data centers, and has attracted both
academia and industry for years. However, live migration of RDMA
is not supported in today’s data centers. Although modifying RDMA
NICs (RNICs) to be aware of live migration has been proposed for
years, there is no sign of supporting it on commodity RNICs. This
paper proposes MigrRDMA, a software-based RDMA live migration
that does not rely on any extra hardware support. MigrRDMA pro-
vides a software indirection layer to achieve transparent switching
to new RDMA communications. Unlike previous RDMA virtual-
ization that provides sharing and isolation, MigrRDMA’s indirection
layer focuses on keeping the RDMA states on the migration source
and destination identical from the perspective of applications. We
implemented MigrRDMA prototype over Mellanox RNICs. Our evalu-
ation shows that MigrRDMA adds little downtime when migrating a
container with live RDMA connections running at line rate. Besides,
the MigrRDMA virtualization layer only adds 3% ~ 9% extra over-
heads in the data path. When migrating Hadoop tasks, MigrRDMA
only incurs an extra 3-second job completion time.
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1 INTRODUCTION

Live migration enables server upgrades, server maintenance, and
load balancing without interrupting the running services. It is one
of the key technologies behind modern data centers [35, 44]. Mod-
ern data centers have widely adopted live migration for virtual
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machines (VMs) for years [11, 44, 46, 58], and there are also so-
lutions for live migration of containers [35] or even bare-metal
instances [21, 22].

At the same time, data centers have seen widespread deploy-
ment of Remote Direct Memory Access (RDMA). RDMA offloads
data transport into the RDMA NICs (RNICs), and provides kernel-
bypassing, zero-copy interfaces, and abstraction of remote memory
to applications. Thereby, it achieves extremely high throughput,
ultra-low latency, and high CPU efficiency. Modern data centers
have been widely deploying RDMA to accelerate distributed applica-
tions, such as machine learning [15, 42], distributed storage [5, 16],
databases [6, 56], etc. As RDMA is running in the clouds, RDMA
live migration is now one of the critical technologies in modern
data centers.

However, today’s data centers do not support live migration
of RDMA. The main reason is that the majority of RDMA states
are maintained by RNICs due to the hardware offloading nature.
These states are not available externally, thus unable to be migrated
to another server’s RNIC. A recent work, MigrOS [41], proposes
an RDMA protocol extension to enable RDMA live migration. It
requires modification of RNICs, thus not deployable in today’s data
centers. This paper aims to provide a software-based RDMA live
migration solution that can be readily deployed over commodity
RNICs.

Nevertheless, realizing software-based RDMA live migration is
not straightforward due to the following challenges. First, setting
up RDMA communication is slow [53]. To reduce the blackout time,
it is necessary to adopt communication pre-setup during memory
pre-copy. Pre-copy is a live migration phase when the migrated
service is partially restored on the migration destination and is still
running on the migration source. Nevertheless, for ease of restoring
the memory pages, live migration tools may map the application’s
memory temporarily at a location other than the application’s orig-
inal address. As the memory structure during pre-copy is different,
it is difficult to restore the registered memory regions during pre-
copy. Second, during communication, applications need to use the
states managed by RNICs to identify different RDMA resources
and to verify memory access authorization. The workflow bypasses
the kernel. Thus, it is challenging to hide the differences between
the old and new RDMA communications with a software-based
solution. Third, RNICs still continue processing the work requests
during live migration. The software is unable to get the states of
inflight work requests from RNICs. It is hard to keep the execution
of the work requests consistent using an interposing layer.

In this paper, we provide MigrRDMA, a software-based live mi-
gration system for RDMA applications on commodity RNICs.
MigrRDMA introduces a software indirection layer in the RDMA
driver, and mainly provides three features to support RDMA live
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migration. First, MigrRDMA directly maps the RDMA-related mem-
ory structures to the application’s virtual memory addresses before
the live migration system starts memory restoration, and keeps their
mappings unchanged during the subsequent iterations of pre-copy.
For RDMA memory newly registered by the migration source after
the memory restoration begins, its restoration is delayed to the stop-
and-copy phase. Second, MigrRDMA provides efficient virtualization
of the RDMA communications’ states. The RDMA driver manages
the translation table of virtual to physical values, and shares the ta-
ble with the RDMA library. The RDMA library does the translation
inside the userspace. For translation efficiency, MigrRDMA assigns
the virtual access keys one by one, and uses an array to maintain the
translation table. As such, the RDMA library can translate the states
with low overheads. Third, MigrRDMA proposes wait-before-stop to
handle inflight work request consistency. MigrRDMA suspends the
RDMA communication, and waits for the completion of inflight
work requests. Although the communication is suspended, appli-
cations can still execute computation tasks. After restoration, the
indirection layer acts as a virtual RNIC to let applications process
all inflight CQ entries.

We implement MigrRDMA virtualization features in the Mellanox
OFED driver and library. We also implement a CRIU [13] plugin
and extend runc [4] to integrate our solution with the existing
container live migration workflow. Evaluation results demonstrate
that MigrRDMA adds little downtime when migrating a container
with RDMA connections running at line rate, while achieving low
virtualization overheads, only 3% ~ 9% extra overheads in the data
path. MigrRDMA only incurs an extra 3 seconds in the job completion
time when migrating a Hadoop task. Our prototype is available at
https://github.com/hittingnote/migrrdma.

In conclusion, the main contribution of this paper is as follows:

o Propose the first software-based system to support RDMA
live migration in data centers, which enables RDMA pre-
setup, provides efficient virtualization of RDMA communica-
tion states, and realizes wait-before-stop to support RDMA
live migration purely in the software.

o Implement a prototype of MigrRDMA, which integrates well
with the existing container live migration system.

e Conduct evaluation on MigrRDMA, and the results show the
great benefit from RDMA pre-setup, correctness and neg-
ligible overheads of wait-before-stop, and low overheads
introduced in the data path.

Ethic: This work does not raise any ethical issues.

2 BACKGROUND AND MOTIVATION

In this section, we provide a brief background on the live migration
of virtual machines, containers, and bare-metal instances. Then,
we state our motivation for proposing software-based RDMA live
migration.

2.1 Live Migration

Live migration is the procedure of moving running services from
one physical server to another with minimal disruption. It is one
of the key technologies behind the compute engine products of
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modern data centers [44] to achieve server upgrades, data center
maintenance, and load balancing during the service runtime. Live
migration has been widely adopted for VMs [11, 44, 46, 58]. There
are also trends of enabling live migration of containers [35, 37] and
even bare-metal instances [21, 22]. For example, Google [35] has
enabled container live migration in data centers.

To keep transparent to the running services, live migration tools
need to migrate and restore the internal states of the services. These
states mainly include memory, storage, and networking. The mem-
ory/storage states contain two parts, i.e., virtual address tables and
the contents of all pages. For VMs and containers, live migration
tools map the same virtual addresses to new physical addresses, and
write exactly the same contents to all the regions. For bare-metal
instances, the guest OSs need to run lightweight hypervisors to
introduce lightweight virtualization [10, 14] or even on-demand
virtualization [21, 22] for live migration. The rest of the migration
workflow is similar to that of VMs. The states of the memory/stor-
age are typically very large. Therefore, directly adopting a stop-
and-copy approach (stop the running services, copy the states, and
restore the services) will incur too much blackout time. There are
two approaches to reduce the blackout time, namely, pre-copy and
post-copy.

For pre-copy [11], live migration tools copy the states of memo-
ry/storage to the migration destination and start restoring the ser-
vices, while the services are still running on the migration source.
The pre-copy is done iteratively. The first iteration copies all the
memory/storage, and each subsequent iteration only copies the
differences from the previous one. Upon each iteration, live migra-
tion tools on the migration destination merge the new differences
with the previously restored states. The pre-copy terminates when
the size of the modified pages is below a threshold, or when the
bandwidth required to transfer the modified pages is so great that
the running services may experience performance declines due to
the network contention [11]. Then, live migration tools migrate
and restore the rest pages during stop-and-copy.

For post-copy [19], live migration tools do not guarantee the
consistency between the migration source and destination during
stop-and-copy. Instead, they fetch all the memory/storage from
the migration source after restoring the migrated instance. When
applications on the migration destination need a region of memo-
ry/storage still absent on the migration destination, live migration
tools fetch it from the source. Post-copy has limitations compared
to the prior two approaches. First, applications’ performance may
be limited by the network when live migration tools handle the
storms of page faults, or when the network is spotty. Second, the
migration source needs to keep the memory/storage of the migrated
services until the migration destination has fetched all of it. Appli-
cation states may be lost if the network or source fails. Therefore,
modern data centers typically adopt the combination of pre-copy
and stop-and-copy to migrate the memory/storage [44].

Although reducing the blackout time, pre-copy and post-copy
incur brownout time, during which services are available, but with
performance declines. The major goal of live migration is to mini-
mize the blackout time, and reduce the impacts of brownout.

The networking states mainly consist of two parts, namely, states
of communication pipes created by applications (e.g., sockets for
TCP/IP), and virtual networks. For the kernel-space network stack,
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Figure 1: MigrRDMA and Existing Solutions for TCP/RDMA Migration

migration of sockets is different in VM, bare-metal, and container
environments. For VMs, all the socket states are maintained in the
network stack of the guest OS. Therefore, as long as the live migra-
tion tools restore the guest OS, the sockets become alive again. A
similar method is also applied for migrating bare-metal instances
(Figure 1(a)). For containers, as they share the underlying OS, the
host network stack needs to provide mechanisms that enable live
migration of the sockets. TCP_REPAIR [12] was introduced to the
Linux kernel starting from v3.5. It allows live migration tools to
extract the socket states (including send and receive queues, packet
sequence number, etc.), and to inject these states into the sockets
created on the migration destination (Figure 1(b)). In terms of the
userspace TCP/IP network stack (e.g., mTCP [24], Snap [36], etc.),
the communication states are maintained in the migrated instance.
Thus, the live migration of userspace TCP/IP stack is similar to
Figure 1(a). For all cases, the inflight packets originating from or
destined for the migrated services may be lost during live migra-
tion. The upper layers of the network stack will treat it as a normal
packet loss event and perform the packet loss recovery. In terms of
virtual networks, cloud providers need to ensure that packets des-
tined for the migrated services will be forwarded to the migration
destinations after live migration. To reduce the blackout time, oper-
ators store the new configuration in the network fabric during the
pre-copy phase, and activate the new settings during the stop-and-
copy step. Before the new configuration fully propagates across the
network, operators make the migration source forward the packets
it receives during the blackout to the migration destination [44].

2.2 RDMA Live Migration

RDMA has now been widely adopted in data centers to boost the
performance of online services [7, 9, 16, 47, 52, 59] as it achieves
extremely high throughput, ultra-low latency, and high CPU ef-
ficiency. Different from TCP which runs in the software, RDMA
implements data transport in the hardware. That is the key reason
why RDMA achieves those benefits.

However, modern data centers do not support live migration
of RDMA. As RDMA offloads data transport to the hardware,
RNICs manage most communication states. They are inaccessi-
ble from the software. MigrOS [41] introduces a mechanism similar
to TCP_REPAIR inside the RNIC to enable extraction and injection
of communication states (Figure 1(c))!. However, MigrOS requires

!MigrOS was originally designed for containers. This paper is trying to summarize
the solutions from a higher view (live migration for all scenarios).

modification to the hardware, which is not supported by any com-
modity RNICs.

Commodity RNICs do not provide sufficient network virtualiza-
tion features inside the hardware to hide the differences between
the migration source and destination. As a result, RDMA live migra-
tion requires explicitly notifying the communication partners that
the migrated service has now changed to another location. For ex-
ample, MigrOS extends the RoCEv2 protocol to enable notifying the
partners without awareness of the software components. The part-
ner suspends communication with the migration source during live
migration, and finally restores communication with the migrated
service running on the migration destination. Our work proposes
communication suspension in the software to prevent further WRs
from being posted on the wire during stop-and-copy (§3.4).

The motivation of this paper is to provide an RDMA live mi-
gration solution over commodity RNICs. As Figure 1(d) shows, we
introduce an indirection layer in the kernel, which enables RDMA
live migration purely in the software while keeping the RDMA per-
formance benefits and low extra overhead of migration. However,
software-based RDMA live migration is challenging in three folds:

1) Communication pre-setup during memory pre-copy.
Setting up an RDMA connection takes several milliseconds [53].
Setting up hundreds or even thousands of RDMA connections is
common in data centers [16, 38]. Modern data centers typically
require a short blackout time during migration, usually as short as
tens of milliseconds [44]. Thus, establishing RDMA communica-
tion during stop-and-copy is unacceptable. RDMA pre-setup during
the pre-copy phase is then an attractive solution. However, reg-
istering memory to RNICs is one of the critical steps to establish
communications. During the pre-copy phase, memory restoration
is complicated, and the structures of the partially restored memory
are typically different from the memory structures of the migrated
services. For example, when restoring memory in the pre-copy
case, CRIU temporarily maps the applications’ memory together
to a consecutive region and does iterative restoration of memory
contents. It remaps the memory region to the applications’ virtual
address when conducting the final iteration of memory restoration.
Thus, it is difficult to register memory regions to RNICs using the
applications’ virtual memory addresses during partial restore (we
will interchangeably use “pre-copy” and “partial restore” in the rest
of the paper).
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2) Hiding differences between the original and new RDMA
communications. Many RDMA resources and their states are man-
aged by RNICs. These states are exposed directly to the userspace.
For example, after establishing communication, applications will
get IDs of RDMA communications, and memory access keys, both
allocated by RNICs. They are used at each time of data path op-
eration, without the involvement of the OS. Live migration tools
cannot control the management of access keys and IDs, therefore
unable to keep the states the same between the original and new
RDMA communication. Besides, for one-sided operations, appli-
cations also need to get the remote memory access keys of the
remote side. It is even more challenging to hide the differences
in memory access keys from the communication partners of the
migrated services.

3) Consistency of inflight work requests. Even though live
migration tools have frozen the services to be migrated from the
software, the RDMA communications inside RNICs are still ac-
tive. RNICs will still continue processing the inflight work requests
(WRs) during the final dumping of the migrated services’ states, rais-
ing consistency issues of inflight WRs. Live migration tools in the
software are unable to get the states of inflight WRs directly from
the hardware. Even worse, the migrated service is unaware of the
one-sided operations issued by its communication partners. There-
fore, it is hard for the software interposing layer to preserve the
consistency of inflight operations — making their results consistent
as if no migration occurred. It is possible to modify the communi-
cation to the initial states to make RNICs discard the inflight WRs,
and replay these WRs after migration. However, stopping all the
corresponding RDMA communications managed by RNIC is very
slow, typically taking milliseconds or even seconds.

3 DESIGN

This paper proposes MigrRDMA, which mainly provides three fea-
tures to support RDMA live migration:

o Pre-setup of RDMA communications during partial restore. During
partial restore, MigrRDMA directly maps the RDMA-related mem-
ory structures to the application’s virtual memory addresses.
The indirection layer can use the original virtual memory ad-
dresses to register the memory. As such, we can set up all the
RDMA communications during the partial restore. Like memory,
MigrRDMA also guarantees the convergence of RDMA communi-
cation during live migration.

o Efficient virtualization of the RDMA communications’ states. To
hide the differences between the original and new communi-
cations, the software indirection layer virtualizes the states ex-
posed to the userspace. These states fall into one of the two
categories: they are either used by applications or just used
inside the RDMA library. For the former category, MigrRDMA
maintains the translation table in the kernel, and shares it with
the RDMA library. MigrRDMA assigns the virtual access keys
sequentially, and uses an array to maintain the translation table.
For the latter category, MigrRDMA hooks inside live migration
tools and updates the states after the memory restoration fin-
ishes, while keeping transparent to applications.
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Figure 2: MigrRDMA Overview

o Wait-before-stop to preserve inflight WR consistency. When the
stop-and-copy starts, MigrRDMA suspends the RDMA commu-
nication to prevent further send WRs, and waits for all the
inflight WRs to be completed. During this period, applications
can still execute the computing tasks. MigrRDMA processes the
completion notifications on behalf of the application during
wait-before-stop. When restoring communication, MigrRDMA
acts as a virtual RNIC to let the application process all the com-
pletion notifications previously processed by MigrRDMA.

3.1 Overview

Figure 2 illustrates our design overview. MigrRDMA adds three com-
ponents to the original live migration system (Figure 2(a)). The
indirection layer, residing in the RDMA driver, bookkeeps the mini-
mal states enough to rebuild the RDMA resources. Besides, it shares
the suspension flag of each QP, and the translation of memory ac-
cess keys and communication IDs with the RDMA library through
memory mapping. MigrRDMA Plugin calls the indirection layer to do
RDMA checkpointing and restoration. We realize the MigrRDMA Plu-
gin inside the live migration tool. MigrRDMA Host Lib and MigrRDMA
Guest Lib are modified from the existing RDMA library. MigrRDMA
Host Lib provides extra APIs for live migration tools to restore
the RDMA states. MigrRDMA Guest Lib suspends communication
over QPs, and translates the states based on what is shared by the
indirection layer.

Figure 2(b) shows our live migration workflow. When pre-copy
starts, the live migration tool pre-dumps and copies the states of
memory to the migration destination (). The live migration tool
starts restoring the memory of the migrated services at the mi-
gration destination (). Meanwhile, MigrRDMA Plugin calls the
indirection layer to pre-dump the states of RDMA communication,
and copies them to the migration destination (@). MigrRDMA Plu-
gins on the migration destination and partner call the indirection
layer to create or destroy the RDMA communication (@). The
migration source needs to notify the partner through the network
(omitted in the figure).
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When the final stop-and-copy starts, MigrRDMA Plugin calls
the indirection layer to raise the suspension flag (€). When Migr-
RDMA Lib detects the suspension flag, it suspends communication
over the corresponding QPs, and conducts wait-before-stop (WBS
in the figure) to ensure no inflight WRs during the stop-and-copy.
To keep RDMA’s asynchronous semantics, during communication
suspension, MigrRDMA Lib intercepts the WRs to be posted to
RNICs, and pretends that they had been posted on the wire. Besides,
the migration source needs to notify the partners to suspend com-
munication and conduct wait-before-stop as well (omitted in the
figure). The main logic is similar to that on the migration source.
The only difference is that on the migration source, we suspend
all the RDMA communications created by the applications, while
on the partner side, we only suspend the RDMA communication
destined for the migration source. The wait-before-stop terminates
when all the inflight WRs are completed.

After the wait-before-stop has terminated on both the migration
source and the partners, the live migration tool freezes the services
to be migrated (@), and dumps and copies the differences of the
memory states to the migration destination ((®). On the migration
destination, the live migration tool starts the final iteration of the
memory restoration (®)). Parallel with &) and 6, MigrRDMA
Plugin dumps and copies the differences of RDMA communication,
plus additional information related to RDMA communication state
virtualization (@). It then calls the indirection layer to map the
new RDMA resources into the restored processes (@). After the
memory restoration, MigrRDMA Lib on the migration destination
and the partner post the intercepted WRs to RNICs, and replay
on the new QPs the RECV WRs previously posted but without
messages received yet (@). Finally, the migration source reclaims
all the resources of the services that have been migrated (omitted
in the figure).

MigrRDMA supports concurrent migration of two services con-
nected with each other. Specifically, the migration destinations of
both services establish RDMA communication with each other. The
migration destination of the first migrated service may have already
set up connections with the service that starts to be migrated later.
These connections will be closed.

MigrRDMA supports all the RDMA operations, which include
SEND/RECV, READ, WRITE, and ATOMIC. Besides, MigrRDMA has
considered all the features of ib_verbs APIs, including completion
channels, on-chip memories, and memory windows.

3.2 RDMA Pre-setup during Partial Restore

Checkpointing the RDMA communication. An RDMA commu-
nication contains multiple resources, including protection domains
(PDs), memory regions (MRs), completion queues (CQs), queue
pairs (QPs), shared receive queues (SRQs), completion channels, on-
chip memories, and memory windows, the latter four are optional.
The completion channel is an abstraction over the RNIC’s hard-
ware mechanism that uses interrupts to notify the WR completion.
The on-chip memory allows applications to use the memory of the
RNIC for data transmission, reducing the overhead of PCle trans-
actions [50]. The memory window offers a supplementary layer
over the MR to provide finer granularity of access authorization
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control [55]. Interested readers may refer to specifications [2] and
manuals [48] for details.

As most of the RDMA communication states are maintained
by the RNIC, it is impossible for us to dump those states. Instead,
MigrRDMA maintains a copy of states in the indirection layer. These
states are not the full set of states but the minimal states to re-
build RDMA communications on the migration destination. It is
achieved by intercepting all control path calls and maintaining the
roadmap of RDMA communication establishment. MigrRDMA not
only maintains the information of each individual RDMA resource,
but also the dependencies among the RDMA resources. To restore
the states on the migration destination, MigrRDMA replays the con-
trol path calls. A resource may be created and later destroyed. To
avoid unnecessary resource allocation and release during RDMA
state restore, MigrRDMA deletes the corresponding resource creation
log when the resource is destroyed.

During the partial restore, we not only pre-copy the memory

image, but also pre-copy additional RDMA-related information for
RDMA pre-setup. The live migration tool checkpoints the RDMA
communication by interacting with the indirection layer. At the mi-
gration destination, MigrRDMA establishes RDMA communications
equivalent to the original ones based on the checkpointed states of
RDMA resources.
Registering MRs during partial restore. To restore the MRs on
the migration destination, the indirection layer needs to use the ap-
plications’ original virtual addresses for memory registration. The
virtual address of the MR is maintained in the states of on-NIC live
RDMA resources. However, the memory structure during partial
restore is complicated, and the virtual address of the memory at
this time is different from the application’s virtual memory address.
To tackle this issue, the live migration tool compares the address
range of each MR recorded in the pre-dumped RDMA states with
the memory table, and finds which memory structures contain the
MRs to be registered. Then, it remaps these memory structures
directly to the applications’ original virtual addresses. Since the
virtual address now equals the original virtual address, MigrRDMA
Lib can call the indirection layer to register the MRs. The live mi-
gration tool checks whether each memory structures contain the
MRs, and avoids remapping them to another virtual address.

At the start of the memory restoration, the live migration tool al-
locates the memory by itself to store the intermediate states, which
will be released when it finishes memory restoration. To avoid the
possible address conflict between the MRs and live migration tool’s
memories, we let the live migration tool restore the MR’s memory
structures before the memory restoration starts. Nevertheless, dur-
ing memory pre-copy, the service running on the migration source
may register new MRs. These MRs may conflict with the memory
of the live migration tool. We restore the conflicting MRs at the
end of stop-and-copy, after the release of the temporary memory
allocated by the live migration tool. For non-conflicting MRs, we
register them during the pre-copy phase. As applications typically
register MRs at initialization, the new MRs registered during the
pre-copy only constitute a small part of all the MRs in normal cases.
Mapping new RDMA resources into applications. During the
stop-and-copy phase, MigrRDMA dumps additional RDMA informa-
tion that is related to RDMA communication virtualization. Such
information includes the virtual access keys of MRs and virtual
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QPNs of QPs. During the final iteration of restore, MigrRDMA
Plugin calls the indirection layer to update and virtualize all RDMA-
related states to match the new ones.

Establishing new RDMA communication on partners. For
connection-oriented communications, in addition to the migration
destination, the communication partner also needs to establish a
new RDMA communication with the migration destination for each
QP connected with the migration source. One possible approach is
to reuse the existing QPs for new connections leveraging the QP
reset feature. When a QP is reset, it destroys the connection with the
remote peer, and can re-establish a new connection with another
QP. However, during pre-copy, we need to ensure the service to
be migrated can communicate with its partners. If we reset QPs,
the communication would be destroyed. Thus, QP resetting can
only be done in the stop-and-copy phase. While, resetting QPs is as
slow as setting up new connections, and thus would incur a long
blackout time, against the goal of proposing RDMA pre-setup.

Our design choice is that the partner establishes new RDMA
communications connected with the migration destination, while
still continuing data transmission with the migration source. This
requires all the partners to have enough spare QPs to set up new
connections. Otherwise, RDMA pre-setup would fail. Nevertheless,
modern RNICs have supported more than 10K QPs [51], while
applications typically minimize the number of QPs they use to
avoid performance scalability issue (e.g., 1,000 QPs [16]). Thus, the
problem only happens at extreme cases.

RDMA-based applications usually use one CQ to get completions
of multiple QPs. Those QPs may be connected to endpoints other
than the migrated instance. Thus, for communication partners, just
mapping the new QPs to another CQ would break the transparency.
Instead, we let the old and new QPs share the same CQ on the
partner. Other resources (e.g., PDs, SRQs if any) can all be reused
on the partner. Thus, different from the migration destination that
needs to create all the RDMA resources, the partner only needs to
establish new QPs.

As the partner may have established connections with the servers
other than the migration source, the partner needs to know for
which QP it should establish a new one with the migration destina-
tion. To achieve this, MigrRDMA lets the live migration tool on the
migration source notify all the partners. The notification message
contains the network address of the migration destination and a
list of physical QPNs of each partner (if any). For each physical
QPN the partner receives, the partner establishes a new QP and
communicates with the migration destination to exchange the new
physical QPNs. To figure out which partner MigrRDMA needs to
notify, and the list of physical QPNs to be sent to each partner,
we add the fields of the destination physical QPN and the destina-
tion network address to the metadata of the connection-oriented
QP. Communication pre-setup on the partner side does not incur
blackout time, but there is still a brownout time. Finally, the com-
munication partner also takes a step to virtualize the states to hide
differences. Specifically, right before Step @ in Figure 2(b), the
partner translates the original physical QPN to the virtual QPN
(the related data structure will be introduced in §3.3), and maps the
virtual QPN to the new QP.
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3.3 Hiding Differences between Source and
Destination

The newly established RDMA communications are different from
the original ones in many aspects. MigrRDMA needs to provide a
virtualization layer to ensure transparency for applications. We
summarize all RDMA states that are different between the migration
source and destination. These states fall into one of the four types
according to their characteristics. We take different actions for
each type to achieve efficient virtualization. Table 1 summarizes
the states and their characteristics. We will discuss the detailed
operations of hiding the differences one by one.

Local states that are hidden from applications. These states are
managed in the RDMA library or driver. They include the registers,
metadata, head and tail pointers, and the contents of the queues
(i.e., QPs, CQs, and SRQs). For the register, metadata, and pointers,
MigrRDMA only needs to update them to the new values. No virtu-
alization is required for this type. For queues, MigrRDMA leverages
the live migration tools to restore the queue contents.

Local states that have been virtualized. Some states are exposed
to applications and have been virtualized for applications. The vir-
tual address of the MR and on-chip memory belongs to this type.
To hide the difference of physical addresses, MigrRDMA needs to
guarantee that all the memory tables are correct. When registering
an MR, the application needs to specify the previously allocated
virtual memory address by itself. Thus, as long as the live migration
tool restores the MR’s memory structures (§3.2), we can restore the
MRs by registering their original virtual memory addresses to the
RNIC on the new location. In terms of the on-chip memory, the
RDMA driver allocates the NIC’s memory with the size specified by
the application, then maps the NIC’s memory into the application’s
virtual address space. Therefore, when restoring the on-chip mem-
ory on the new location, the live migration tool needs to allocate it
with the same size, and remaps it to the original virtual memory
address. The remapping can be done by calling the mremap() sys-
tem call in Linux, which only changes the virtual memory address
and keeps the physical address unchanged.

Local states that have not been virtualized. The third type is
the local states that are used by applications, and the values are
not virtualized. The local QP Number (QPN) and the local access
key (Ikey) of each MR belong to this category. MigrRDMA maintains
translation tables from virtual to physical, or vice versa. Special
considerations need to be taken for translation efficiency.

For local QPN, the translation happens only in the physical-to-
virtual path. The indirection layer in the RDMA driver maintains
the QPN translation table as an array. The index denotes the physi-
cal QPN, and the corresponding value is the virtual QPN. As the
physical QPN is unique within each RNIC, each physical QPN has
only one virtual QPN. The specification uses 24 bits to represent
a QPN [2]. Thus, the array size is 24. This array is shared with
MigrRDMA Lib of each process, which only has the read access
to the array. When the application creates a new QP, the RNIC
returns the local QPN in the QP context. MigrRDMA just sets the
virtual QPN the same as the physical value. When the application
processes the CQ entry, it needs to use the local QPN inside the CQ
entry to identify the QP from which the current completed request
is. MigrRDMA Lib translates the local QPN from physical to virtual
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Table 1: Summary of States MigrRDMA Considers to Virtualize for Transparency

E d . . Local .
xpose Virtualized ocat or States Solutions
to App Remote
. e Leverage live migration tool to restore the content.
Queue register, queue metadata, . N . . X
No N/A Local . e Live migration tool updates the register, metadata, and pointer
queue pointer, queue content .
after memory restoration.
o For MR, restore the MR’s memory structure (§3.2), and register
Yes Yes Local Virtual memory address of the same virtual address to the RNIC on the new location.
RDMA MR and on-chip memory e For on-chip memory, remap it to the original virtual address
after its allocation on the RNIC of the new location.
Yes No Local Local QPN and local access key e Manage virtual values and build translation tables.
Yes No Remote Remote QPN and remote access key o Fetch from the remote side and cache it locally.

when the application processes the CQ entry. The translation table
is updated during RDMA pre-setup when the new physical QPN is
assigned.

For lkeys, the translation happens from virtual to physical ones
when applications post requests on QPs. To reduce table lookup
overhead, MigrRDMA manages the virtual values in a dense way —
the virtual values are assigned one by one. With this design, the
indirection layer maintains the translation table as an array. The
corresponding index is the virtual lkey exposed to the applica-
tion. To avoid security issues raised by this simple key allocation
method, MigrRDMA maintains the table at a per-process granularity.
The process ID combined with virtualized lkey then becomes the
key of translation table entries. An attacker is unable to forge a
virtualized access key and attack an RDMA-based service under
such a design. Admittedly, applications may register plenty of MRs,
and thereby the array can be very large. Nevertheless, operators
typically minimize the total number of the MRs (e.g., below one
hundred [26, 34, 49, 52]) for performance concerns. In this case, the
lkey translation does not incur massive overhead.

Remote states that have not been virtualized. The fourth type
is the states that have not been virtualized like the previous type,
but the values are maintained in applications running on remote
nodes. Remote QPNs and remote access keys (rkeys, including both
the MRs” and memory windows’ rkeys) belong to this type. Ap-
plications usually use out-of-band channels to exchange remote
QPNs and rkeys [18, 43]. The RDMA library or the RDMA driver is
unaware of such an exchange. There are three cases that require
MigrRDMA to translate remote QPNs or rkeys. 1) For remote QPN
of connection-oriented communications, the translations are only
required at connection setup, as the RNIC needs to use the phys-
ical QPN to connect with the other. The remote QPN will not be
needed during the communication. 2) For remote QPN of datagram
communications, translations are needed for each request. 3) For
rkey of one-sided operations (i.e., READ, WRITE, ATOMIC), the
translations are required for each request. For the latter two cases,
MigrRDMA Lib caches the mapping of rkeys and remote QPNs to
translate them locally. At first, the whole cache is invalidated. For
the first time of translation from a particular rkey or remote QPN,
MigrRDMA Lib fetches the corresponding physical one from the
remote side. Then, the subsequent translation from those rkeys and
remote QPN is only done locally, without extra communication
with a remote server. The overhead mainly comes from the remote

fetching upon the first translation, which is amortized over all
the subsequent translations. During live migration, the migration
source invalidates all its communication partners’ caches that store
the rkeys and QPN of the migrated service. After restoration, the
partners need to fetch new physical rkeys and remote QPNs from
the migration destination. To speed up the remote fetching, we can
optimize it using pre-fetch or batch-fetch. This could be one of our
future work to improve MigrRDMA.

3.4 Inflight Request Consistency

The design choice of MigrRDMA to handle inflight request consis-
tency is wait-before-stop. When stop-and-copy starts, MigrRDMA
Plugin calls the indirection layer to raise the suspension flag, and
notifies the MigrRDMA Lib to conduct wait-before-stop. When
all the inflight WRs are completed, the live migration tool does
the final stop-and-copy. We have considered other methods such
as drop-and-replay. However, we do not adopt it for two reasons:
1) replaying causes a similar time to wait-before-stop as their per-
formance bottleneck is network throughput, and 2) discarding all
the WRs on the QPs is time-consuming.

A critical issue to consider is how to conduct wait-before-stop
while ensuring transparency to applications. The RDMA data path
bypasses the kernel. MigrRDMA Lib is then the optimal point for
wait-before-stop execution. MigrRDMA Lib is loaded within the pro-
cess space of each application. We need to find a possible point to
conduct wait-before-stop in the MigrRDMA Lib without affecting the
applications. Our goal is to keep the asynchrony of RDMA oper-
ations during wait-before-stop, i.e., applications can still execute
their computing tasks, instead of getting stuck by the communica-
tion suspension.

Communication suspension. To do this, MigrRDMA Lib spawns
another thread (called wait-before-stop thread) when being loaded
into each process space for the first time. This thread listens to
the indirection layer, and keeps suspended until the indirection
layer sends a signal. Thus, the wait-before-stop thread does not
contend for CPU resources with the application’s threads. When
the indirection layer sends the pause signal, the wait-before-stop
thread raises the suspension flags of the QPs. For the migrated
service, all the QPs should be suspended. For the partners, only the
QPs connected to the migrated service need to be suspended. When
applications post WRs, MigrRDMA Lib will intercept the WRs and
return without blocking if detecting the suspension flag of the QP.
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The intercepted WRs are buffered in the memory. With this design,
applications only perceive that they get the CQ entries slower than
before, but they can deal with computation tasks as normal. Both
sides of the RDMA communication will issue the intercepted WRs
on the RNICs when the live migration tool restores the RDMA
communication.

Wait-before-stop. Then, MigrRDMA Lib conducts wait-before-
stop to ensure no inflight WRs during stop-and-copy. In the regular
workflow of the CQ entry processing, for each CQ entry, the RDMA
library identifies the QP the completed WR is from, and then up-
dates the tail pointer of the SQ/RQ. The window capped by the head
and tail pointers of the SQ/RQ is exactly the inflight WRs. Thus,
the main idea is that the wait-before-stop thread keeps polling all
the CQs until there are no inflight WRs of all the suspended QPs,
and meanwhile application threads are still running. To make sure
applications can consume the CQ entries as normal, we maintain a
fake CQ for each real CQ. Upon each CQ entry, the wait-before-stop
thread places the CQ entry to the fake CQ. If the application polls
the CQ during wait-before-stop phase, MigrRDMA Lib will direct
it to poll the fake CQ. Such a design reduces the communication
blackout time, as applications can process the CQ entries during
wait-before-stop.

For two-sided verbs, the receiver needs to post RECV WRs before
the sender posts SEND WRs. The WRs in the receive queue of
one side are more than those in the send queue of the other side.
Therefore, for receive queues, we cannot use the same way to
determine if all inflight requests are completed. Instead, there are no
inflight receive WRs when and only when the number of two-sided
verbs the peer has posted (denoted as n_sent) equals the number
of completed receive WRs (denoted as n_recv). We add fields in the
QP metadata to maintain the number of posted two-sided verbs
and completed RECV WRs for each QP since its creation. If the
number of posted two-sided verbs is non-zero, the wait-before-stop
thread sends the n_sent to the other side. If receiving n_sent from
the other side, the wait-before-stop thread compares n_sent and
n_reco. For the inflight RECV WRs without the other side posting
corresponding send operations, MigrRDMA will replay the RECV
WRs on the migration destination and partners when restoring the
communication.

Consistency of CQ entries not consumed by applications. For
the migrated services, MigrRDMA creates new RDMA communica-
tions on the migration destination. Thus, the original CQ entries are
lost. However, applications may still not consume all the CQ entries
at the time of live migration. We need a mechanism to preserve the
consistency of the CQ entries. Please note that we have introduced
a fake CQ for each real CQ during wait-before-stop. MigrRDMA also
migrates the fake CQ containing the unprocessed CQ entries. After
restoration, MigrRDMA Lib first polls the fake CQ. When the fake
CQ becomes empty, it polls the real CQ as normal and destroys
the fake CQ. MigrRDMA Lib needs to translate the physical QPNs
in the CQ entries from both the fake and real CQs back to the
corresponding virtual QPNs. To do this, when wait-before-stop ter-
minates, MigrRDMA Lib maintains a temporary translation table
from the original physical QPN to virtual QPN for all the QPs. After
restoration, if the CQ entry comes from a fake CQ, MigrRDMA
Lib translates the QPN based on the temporary translation table.
When finding a CQ entry from a real CQ, MigrRDMA Lib deletes
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the corresponding table entry (because there will no loger be CQ
entries for the WRs of the old QPs). Then, it translates the QPN
based on the QPN translation table managed by the indirection
layer (mentioned in §3.3).

On the partners, the new QP share the same CQ with the old one.
After the restoration of communication, the CQ contains the CQ
entries for both the old QP and the new one. The QPN translation
table of the indirection layer has recorded the entries for both the
old and new QPs (i.e., old pQPN to vQPN when the application
creates the QP, new pQPN to the same vQPN when the partner
creates the new QP during partial restore). MigrRDMA Lib can
naturally translate the QPNs recorded in all the CQ entries. When
all completions belonging to old QPs are consumed, the old QPs
and related QPN translation table entries are destroyed.

Consistency of CQ events. Handling CQ consistency in inter-
rupt mode (using CQ events) is different from polling mode. As
applications will process CQ entries immediately when notified by
CQ events, there is no need to use the wait-before-stop thread to
poll the CQ. What MigrRDMA does is to make sure all CQ entries of
a CQ that uses events are processed before live migration. Thus,
MigrRDMA tracks the number of unfinished CQ events in MigrRDMA
Guest Lib. The number is increased when the application waits
for an event, and decreased when an event is successfully han-
dled. The absence of any unfinished CQ events (i.e., the number
equals zero) is another necessary condition for the termination of
wait-before-stop.

Handling buggy network situations. The live migration may
happens in a spotty network. In this case, simply waiting for all
the inflight WRs delivered would cause an unexpectedly long time
during wait-before-stop. To handle this case, MigrRDMA sets an
upper bound on the time elapsed for wait-before-stop. If the time
expires and there are still WRs not completed, MigrRDMA directly
starts stop-and-copy. After finishing restoring the applications, the
migration destination and partners first replay the WRs previously
posted but not completed, before replaying the WRs intercepted by
MigrRDMA Lib.

4 IMPLEMENTATION

Our implementation is targeted for container live migration. Con-
tainer live migration involves the following components: a CLI
tool to manage the container runtime (e.g., runc [4]), and a live
migration tool (e.g., CRIU [13]). The cloud manager calls runc to
checkpoint and restore. Runc in turn calls CRIU to perform the
corresponding commands.

The existing CRIU and runc do not offer the full ability for live
migration. First, CRIU and runc do not support partial restore dur-
ing the memory pre-copy. We add PartialRestore command in
runc, which calls the restore command of CRIU. We also modify
the restore logics of CRIU. We break the restore procedure of CRIU
into two parts. The first part is partial restore, and the second part
is full restore. Before the full restore starts, we add a logic inside
CRIU to wait for the stop-and-copy signal. We extend runc with
FullRestore command to signal CRIU through the UNIX socket.
Second, runc does not support migrating all the processes of a
container. Specifically, to start a container, users need to execute
“docker run” or the combination of “docker create” and “docker
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Table 2: Description of Extended Commands in Runc

Command Description

Dump the container images containing the dif-
CheckpointRDMA  ference of memory and that of RDMA-related

information.

Execute the existing restore command of CRIU.
PartialRestore  The restore procedure of CRIU is broken into

partial restore and full restore.

FullRestore Signal CRIU to start full restore.
Exec Extend the existing Exec command to support
live migration feature.
Table 3: MigrRDMA’s APIs
Existing RDMA APIs APIs for CRIU

ibv_open_device()
ibv_alloc_pd()
ibv_reg_mr()
ibv_create_cq()
ibv_create_gp()
ibv_modify_qgp()

ibv_restore_context()
ibv_restore_pd()

(Does not need extra API)
ibv_restore_cq()
ibv_restore_qgp()

(Does not need extra API)

start”. For both cases, container starts an initial process. This initial
process is eventually created by runc through its Start command.
After the initialization, operators may start any number of non-
initial processes in the container by executing “docker exec”. They
are created by runc through its Exec command. The current runc
only provides a restoration option for Start command. Therefore,
we extend Exec command to also support the restoration. To mi-
grate all the processes of the container, we write a script to get the
root process IDs of the initial and all the non-initial processes by
reading the files maintained by Docker [3]. Then, we start a CRIU
for each root process ID to do checkpointing and restoration.

To add support for RDMA live migration, we add Checkpoint
RDMA command in runc. It dumps the container images containing
the RDMA-related information. If a previous dump file exists when
this function is called, it generates only the difference instead of the
full set. RDMA pre-setup can only map memory at the beginning of
restoration on the target. For the updated RDMA memory during
pre-setup, its recovery is delayed to the end of full restore. Thus,
we only need to dump RDMA states twice, one at the beginning of
pre-copy, the other at the stop-and-copy. However, we still support
multiple rounds of memory pre-copy. During partial restore, CRIU
maps the RDMA-related memory structures to the original virtual
memory addresses before the memory restoration starts, then es-
tablishes all the new RDMA communications. All the command
extended in runc are listed in Table 2.

To evaluate the benefits of RDMA pre-setup, we implement
another RDMA live migration workflow without communication
pre-setup for comparison. For this case, we only do one dumping
during stop-and-copy. The RDMA dumping logic is the same. In
terms of restoring, we restore the RDMA after all the memory are
restored.
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We implement a prototype of MigrRDMA based on Mellanox
OFED 5.4 driver, including ~4,500 lines of C code (LoC) added
in the RDMA kernel-space driver, and ~11,000 LoC in the RDMA
library. The kernel-space driver maintains all the required informa-
tion to create equivalent RDMA communication. The MigrRDMA
Lib in the host offers the extended APIs to CRIU (Table 3). The
MigrRDMA Lib in the container translates QPNs and access keys
based on the table shared by the RDMA driver, and handles inflight
request consistency. We add around 3,200 LoC to CRIU, and around
1,100 LoC to runc. We do not modify any codes of Docker.

5 EVALUATION

This section conducts evaluations on our MigrRDMA prototype. The
main conclusions from the evaluation results are:

o The restoration of RDMA communication contributes signifi-
cantly to the migration time. Adopting RDMA pre-setup reduces
the blackout time by up to 58%.

The overhead of wait-before-stop is relatively small compared
to the total communication blackout time.

The virtualization layer of MigrRDMA does not introduce massive
overhead in the data path, only 3% ~ 9% extra CPU overhead for
each operation, which means only 0.15 ~ 0.42 extra CPU cores
to support 100 million RDMA operations per second.

e When migrating a running application, MigrRDMA incurs neg-
ligible performance implication experienced by the appliation.
Although the total migration time may be long, the brownout
has little effect on the performance.

5.1 Evaluation Setup

Our testbed consists of six servers, representing a migration source,
a migration destination, and four communication partners, respec-
tively. Each server has dual 16-core Intel Xeon CPU E5-2698 v3
CPUs, 256 GB memory, and a Mellanox ConnectX-5 100 Gbps RNIC.
The RNICs are connected through an Arista 7260CX3-64 switch.

Our evaluation of MigrRDMA mainly consists of four aspects.
The former three are performed under microbenchmark (ie.,
perftest [1]), while the final one is for real-world applications.
Firstly, we break down the blackout time of MigrRDMA under the
case without and with partial restore. Secondly, we evaluate the cor-
rectness and overhead of wait-before-stop. We will show that the
wait-before-stop has guaranteed the consistency of inflight WRs,
and its overhead is small. Thirdly, we evaluate the performance
implication of MigrRDMA. We will assess the overhead of the soft-
ware indirection layer introduced by MigrRDMA, and then measure
the real-time throughput when live migration occurs. Finally, we
use MigrRDMA to migrate an RDMA-based Hadoop [28]. We use
the binary code of RDMA-based Hadoop without any modification.
Thus, we can demonstrate the transparency to applications.

To evaluate MigrRDMA, we extend the standard perftest in three
evaluations for correctness checking, one-to-many communication
pattern generation, and virtualization overhead measurement. It
does not mean that MigrRDMA requires modification of applications.
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Figure 3: Breakdown of MigrRDMA’s Blackout Time

5.2 Benefits of RDMA Pre-setup

We implement MigrRDMA for the case without and with RDMA
pre-setup, and break down their blackout time. The blackout time
consists of five parts (if any): DumpRDMA, DumpOthers, Transfer,
RestoreRDMA, and FullRestore. For the case with RDMA pre-setup,
the blackout time only includes DumpOthers, Transfer, and Full-
Restore. In terms of the case without RDMA pre-setup, all the five
parts are included in the blackout time.

Figure 3 shows the results of the breakdown. As the number
of QPs increases, the elapsed time of RestoreRDMA grows signifi-
cantly (when the number of QPs reaches 4,096, RestoreRDMA takes
nearly 50% of the blackout time in the case without pre-setup).
Adopting RDMA pre-setup can significantly reduce the blackout
time. As the number of QPs increases, the time of DumpOthers
increases significantly even for MigrRDMA with pre-setup. This
is due to the inefficient CRIU implementation for large and com-
plicated memory structures which has been reported before [41].
For MigrRDMA with pre-setup, the elapsed time of DumpOthers in
the case of migrating the sender (Figure 3(a) and 3(c)) increases
more rapidly than in the case of migrating the receiver (Figure 3(b)
and 3(d)). We speculate that it is because the memory structure of
the sender is more complicated than that of the receiver.

5.3 Correctness of RDMA Live Migration

We need to confirm that after migration, applications can get the
completion of all the WRs in order, without duplication, lost, and
content corruption. RDMA has provided a WR ID field in each WR
that is populated by applications. Upon WR completion, the RNIC
fills the the WR ID in corresponding CQ entry [2]. This allows
applications to check whether each individual WR is completed or
not. Therefore, we extend perftest to populate the WR ID with a
sequence number we define for each QP. By checking the order of
the WR ID returned from the CQ entries, we can identify whether
all the WRs are completed in order, without duplication and lost.

In terms of the content of the CQ entry, we check if any field is
conflict with local inferred value. During the evaluation, there is
no error information that we added printed out, indicating that we
have guaranteed the consistency of inflight WRs.

5.4 Overhead of Wait-before-stop

In this set of experiments, we assess how much overhead wait-
before-stop incurs. We change three factors to evaluate their effect
on elapsed time of wait-before-stop: 1) the number of QPs, 2) the
message size of inflight WRs, and 3) the number of partners. Besides,
we compare the elapsed time of wait-before-stop to the migration
blackout time under the varying three factors, separately. As Fig-
ure 4 shows, in most cases, wait-before-stop contributes little to
the communication blackout time, and the elapsed time of wait-
before-stop is less than that in theory?. The difference between
the measured and theoretical values is because the RNIC has com-
pleted a part of the WRs by the time when MigrRDMA Lib enters
wait-before-stop. In Figure 4(b), the measured elapsed time is 6X
that in theory for the message size of 512 B. This is because the
CPU overhead of the wait-before-stop thread’s processing becomes
dorminant when the total inflight bytes is small. In terms of wait-
before-stop under different number of partners (Figure 4(c)), we
extend perftest to support one-to-many communication pattern.
The migrated container starts one perftest and creates n QPs,
while each of the n partners starts one perftest, creates one QP,
and connects it to the migrated container. Wait-before-stop on the
partner sides and on all the RDMA-based processes of the migrated
containers are in parallel, respectively. Thus, there are more WRs
completed before MigrRDMA Lib enters wait-before-stop.

2The bandwidth test of perftest posts operations in best-effort mode. Thus, the
elapsed time of wait-before-stop in theory is inflight_msgsize/link_rate. Taking
Figure 4(a) as an example, the time equals #QP X 4 KB X 64/100 Gbps.
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Figure 5: Performance Implication during Live Migration

5.5 Performance Implications

The performance implications come in two parts. First of all, no
matter whether the container is migrated or not, the virtualization
layer is always involved in the data path. We need to evaluate
how much overhead MigrRDMA introduces in each kind of data
path operation. Second, live migration impacts the performance of
applications. We need to evaluate how much implication MigrRDMA
causes during live migration.

5.5.1 Virtualization Overhead. To evaluate the overhead of the
virtualization layer, we measure and compare the CPU cycles of
send, receive, write, and read of a single RC QP in the case with
and without virtualization. We slightly modify the perftest to
sample the CPU cycles of each invocation of these operations. The
measurements are conducted under the 64 B message sizes for 5
seconds. As the CPU is the bottleneck under such message size, the
uncontrollable CPU cycles for busy polling are excluded. Table 4
lists the results. Our virtualization only adds 4.6 ~ 8.3 extra cycles
in these operations, resulting in 3% ~ 9% overheads in the data
path. Assuming typical cloud servers with 2 ~ 3 GHz CPU clock
frequency, the per-WR overhead is about 1.5 X 1072 to 4.2 x 10~°
CPU cores. Supporting 100 million RDMA operations per second

(such throughput is just an extreme case) only requires 0.15 to 0.42
CPU cores.

5.5.2  Implications during Live Migration. To evaluate the perfor-
mance implication on applications, we measure the application
throughput during live migration. However, perftest does not
support fine-grained throughput measurement. Thus, we leverage
counters provided by Mellanox RNICs [39] that indicate how many
bytes have been sent or received. By sampling the counters and
the current timestamp repeatedly, the real-time throughput can be
evaluated. The log we print shows 5-ms time granularity, which is
enough to evaluate the performance implication of live migration.
In this evaluation, we migrate a container running perftest that
transmits 2-MB messages using one-sided verbs through 16 QPs.
At the same time, we measure the real-time performance on the
partner side. The cases of migrating the sender and receiver sides
are both evaluated.

Figure 5 shows the real-time performance of the partner side.
When migrating the sender side (Figure 5(a)), the data transmission
on the partner side does not involve the CPU due to the character-
istics of one-sided verbs. Thus, what the partner does during live
migration is pre-establish new RDMA communications during par-
tial restore. However, the partner side perceives slight performance
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Figure 6: Migration of RDMA-based Hadoop

implications during the brownout time. This phenomenon is due
to the resource contention on RNIC and was first reported by Kong
etal. [27]. When full restore starts, the sender is down, thus the part-
ner does not receive any messages. The blackout time lasts about
150 ms. When migrating the receiver side (Figure 5(b)), the partner
needs to pre-establish new RDMA communications while trans-
mitting data simultaneously, which incurs extra contentions on
CPU cache and memory. As a result, the partner perceives slightly
higher performance implications than in the case of migrating the
sender side. When the sender side starts its wait-before-stop, the
receiver side enters into a blackout. The blackout time is also about
150 ms.

In summary, the performance implication of the container during
live migration is not significant. Besides, although the brownout
time may be long as establishing all the RDMA communication is
slow, the brownout has little impact on the application performance.

5.6 Migration of Real-world Applications

Finally, we use MigrRDMA to migrate a real-world RDMA-based
application. The application we choose is Hadoop File System
(HDFS) [17, 23]. We use the binary of the RDMA-based Hadoop [28]
without any modification.

In the evaluation, we start a master and two slave containers
on two servers, respectively. We submit a task on the master node,
and the master node distributes tasks to one of the servers. During
the runtime of the task, suppose the operator needs to restart the
server running the slave container for maintenance. With MigrRDMA,
operators can migrate the slave container to another server. How-
ever, without RDMA live migration scheme, operators leverage the
Hadoop’s native failover mechanism for the application’s reliabil-
ity. Specifically, the master node detects the loss of the slave node.
It then re-distributes the tasks to a backup container on another
server, and recovers their runtime on the migration destination
based on the log of the tasks. In this evaluation, we compare the
application-perceived throughput (Tput) and job completion time
(JCT) of baseline, MigrRDMA, and failover.

Figure 6 shows the results of two kinds of tasks provided by
Hadoop, TestDFSIO and EstimatePI. Compared to failover, applica-
tions experience much fewer performance declines during live mi-
gration. For the throughput of DFSIO, there is only a 12.5% through-
put loss when using MigrRDMA to migrate the tasks. In contrast, for
failover, the throughput loss is up to 65.8%. In terms of the JCT of
DFSIO and EstimateP], there are only the extra 3 seconds for RDMA
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live migration, versus the extra 20 seconds the failover incurs. Esti-
matePI does not calculate the throughput result. Thus, MigrRDMA
provides benefits for RDMA-based applications when they need to
be migrated to another physical machine.

6 DISCUSSION

MigrRDMA vs. MigrOS. Here we compare the performance of
MigrRDMA vs. MigrOS. MigrOS [41] needs to modify the RNIC.
The authors do not provide a hardware prototype but provides
implementation over SoftRoCE [33] for features verification. As
SoftRoCE has severe performance declines, the current MigrOS
prototype is not a good choice for performance comparison. Thus,
we instead examine the key differences between MigrRDMA and Mi-
grOS, and provide a theoretical analysis. Although current MigrOS
does not consider memory pre-copy [41], we suppose MigrOS had
achieved it for a fair comparison. The performance of pre-copy is
dominated by memory allocation and access characteristics. There-
fore, the major differences between MigrOS and MigrRDMA lie in
stop-and-copy.

Stop-and-copy consists of three steps: 1) waiting for the RDMA
communication to a safe state for live migration, 2) transferring all
the states to the new location and restoring at the final iteration,
and 3) replaying what applications have previously posted but still
not issued on the wire. Only the second step is the service blackout
time, and all of the three steps constitute the communication black-
out time. For the waiting and replaying steps, MigrRDMA waits for
all inflight requests to be finished. While, MigrOS chooses to stop
the communications on migration source and let RDMA packets
naturally propagate the information to communication partners.
During the replaying step, all non-acknowledged packets and pend-
ing WRs are transmitted. As the performance bottleneck is the
amount of data that needs to be transmitted, MigrRDMA and Mi-
grOS have almost the same performance for the total time of these
two steps. In terms of the second step, MigrOS needs more time
to extract and inject the states from and to the RNIC, respectively,
and to modify the QP state to STOP. In contrast, MigrRDMA does
not need to get/set the detailed states from/to the RNIC. As the
metadata is stored in memory, MigrRDMA can leverage the existing
memory live migration scheme to migrate the RDMA states. Thus,
MigrOS takes longer time than MigrRDMA for the states transferring.
In conclusion, the blackout time of MigrOS is longer than that of
MigrRDMA.

MigrRDMA vs. other RDMA virtualization models. MigrRDMA
provides a virtualization layer to ensure transparency of live migra-
tion. There are other models with the capability of ensuring such
transparency, e.g., FreeFlow [25] and LubeRDMA [30]. FreeFlow
provides virtual RNIC instances in the software, and naturally sup-
ports transparency. FreeFlow virtualizes the entire queue on the
data path which causes high overhead [18]. While MigrRDMA only
virtualizes the minimal required states with extremely low over-
head. LubeRDMA aims at RDMA fault tolerance while keeping
transparency to applications. It also has the ability to hide the
differences between old and new RDMA communications by virtu-
alizing the queue IDs, lkey, and rkey. The paper does not include
design details of how LubeRDMA virtualizes them. According to
the private communication with the authors, the major difference is
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how to manage the virtual values and translate the virtual ones to
physical ones. LubeRDMA uses a linked list to manage the virtual
lkey and rkey. Searching a physical lkey and rkey needs to walk
along the entire linked list. LubeRDMA optimizes it by moving the
found lkey/rkey mapping to the head of the linked list. However, it
still suffers from performance declines if the application accesses
different MRs. MigrRDMA assigns the virtual lkey/rkey one by one
and maintains the mappings as an array (§3.3). Thus, MigrRDMA
incurs much lower overhead in the data path, and our solution can
be adopted to further optimize LubeRDMA.

MigrRDMA in hybrid case. MigrRDMA does not support migrat-
ing the service with at least one of its partners running on non-
MigrRDMA environments (i.e., the server installs the regular RDMA
driver and library) because we cannot conduct wait-before-stop
on those partners. Besides, communications between MigrRDMA
and non-MigrRDMA environments cannot use one-sided opera-
tions without special design. This is because the non-MigrRDMA
environment cannot exchange virtual to physical mapping of rkey
with the MigrRDMA environment. To solve this, we add a negotia-
tion mechanism in MigrRDMA Guest Lib to detect if the other side
supports MigrRDMA. If not, MigrRDMA will exclude virtualization for
this communication.

7 RELATED WORKS

RDMA virtualization. RDMA virtualization has gained enormous
traction in both academia and industry [18, 25, 31, 32, 40, 45, 49, 57].
Their main focus is resource sharing, isolation, and network virtual-
ization. For example, HyV [40] mainly provides virtualized RDMA
I/O for VMs. FreeFlow [25] and MasQ [18] provide RDMA virtual-
ization for virtual private clouds. Justitia [57] achieves fine-grained
QoS policies over RDMA through queue virtualization. Other works
also focus on sharing the limited on-NIC resources through virtu-
alization to avoid performance degradations. LITE [49] provides
a kernel-level indirection layer to share the underlying RDMA re-
sources. ScaleRPC [8] designs a time-division multiplexing to share
the underlying QPs and MRs. MigrRDMA’s virtualization mainly
focuses on hiding the changes in RDMA communications when
migrating an RDMA-based application to a new location.

Migration on RDMA-enabled systems. Some other works pro-
vide fast migration features by leveraging RDMA. Huang et al. [20]
and Wei et al. [54] leverage RDMA to transfer the VM’s/container’s
states to reduce both the migration time and performance impact
on hosted applications. MigrRDMA focuses on the live migration of
applications running RDMA, but uses TCP to transfer the states. It
is possible to integrate these works with MigrRDMA to achieve faster
live migration. There is also research that provides communication
abstraction over RDMA, and has considered live migration features.
For example, SocksDirect [29] provides sockets over RDMA fab-
ric. As SocksDirect builds an abstraction layer to translate RDMA
interface to socket interface, it can naturally virtualize the states
inside the abstraction to hide differences, and ensure the consis-
tency of inflight packets. Achieving communication pre-setup is
also straightforward - switching the socket to TCP during RDMA
pre-setup, and switching it back to the new RDMA communication
when it is ready. MigrRDMA focuses on migrating applications di-
rectly using the RDMA fabrics, where there are unique challenges
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to provide lightweight virtualization to hide the changes, ensure in-
flight consistency, and achieve communication pre-setup to reduce
the blackout.

8 CONCLUSION

This paper proposes MigrRDMA, a readily deployable software-based
system to enable RDMA live migration over commodity RNICs.
MigrRDMA develops several novel mechanisms to tackle the unique
challenges of RDMA live migration, namely, a separate RDMA-
related memory restoration to enable RDMA pre-setup, lightweight
virtualization to hide differences between migration source and
destination, and efficient wait-before-stop solution to preserve in-
flight WR consistency. Evaluations show the great benefit from
RDMA pre-setup (nearly 50% optimization compared to the case
without RDMA pre-setup) and low overheads of wait-before-stop,
and only 3% ~ 9% extra overheads introduced in the data path. The
evaluation for real-world applications demonstrates that MigrRDMA
provides benefits for RDMA-based applications when they need to
be migrated to another server, achieving only a 12.5% throughput
loss and an extra 3-second JCT.
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